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1. What is a Network?

A network is a set of devices (also known as nodes, terminals or stations) interconnected by
communication links. A computer network is a collection of computers and terminal devices connected
together by a communication system to share resources and information. The set of computers may
include large-scale computers, medium scale computers, mini computers and microprocessors. The
set of terminal devices may include intelligent terminals, “dumb” terminals, workstations of various
kinds and miscellaneous devices such as the commonly used telephone instruments.

2. What are networking devices?

Switch : These are hardware devices used to direct messages across a network. Switches create
temporary point to point links between two nodes on a network and send all data along that link.
Router computers are similar to bridges but have the added advantage of supplying the user with
network management utilities. A switch is a kind of multi port connecting device which makes
intelligent routing decisions on the basis of hardware (physical) addresses. It regenerates incoming
signals and forwards it.

Router: Router is a kind of connecting device which makes forwarding decisions of data packet on the
basis of network addresses. Routers are the backbone of the Internet, as they can be used to
interconnect different types of networks. Routers help administer the data flow by such means as
redirecting data traffic to various peripheral devices or other computers. In an Internet work
communication, routers not only pass on the data as necessary but also select appropriate routes in
the event of possible network malfunctions or excessive use. The primary purpose of a router is to
examine the source and destination IP addresses of data packets it receives and to direct those packets
out the appropriate port and over the best path available at the time. Routers accomplish this by using
routing protocols and routing algorithms.

Hub: A hub is a multi port connecting device that is used to interconnect LAN devices. Each node is
connected to the hub by means of simple twisted pair wires. The hub then provides a connection over
a higher speed link to other LANs, the company’s WAN, or the Internet. A hub can be used to extend
the physical length of a network. Hubs can be active or passive. In case of passive hub, incoming signal
is sent as it is, as output. Active hub can regenerate incoming signal and supports homogeneous
network only.

Bridges: The main task of a bridge computer is to receive and pass data from one LAN to another. In
order to transmit this data successfully, the bridge magnifies the data transmission signal. This means
that the bridge can act as a repeater as well as a link.

Gateways: Gateways are also similar to bridges in that they relay data from network to network. They
do not, as a rule, possess the management facilities of routers but like routers they can translate data
from one protocol to another. Gateways are usually used to link LANs of different topologies, e.g.,
Ethernet and Token Ring, so enabling the exchange of data.

3. What are the types of Networks?
WIDE AREA NETWORK (WAN)

WAN is made up of number of autonomous computers distributed over a wide geographical area.
WANs were originally developed in the late 1960s to enable communication between computer
centers and sharing of hardware, software and other communication facilities. WAN can be
implemented using private or public networks. In a private network an organization takes on lease
telephone lines to connect such sites into a network. It is also possible to connect computers in



different locations using microwave or satellite transmission. Public networks are installed by the
Government owned telecommunication agencies. WAN spans large geographic distances. It is also
called long-haul network. WAN is usually operated at lower speeds then MAN and involves delay.

METROPOLITAN AREA NETWORK (MAN)

A metropolitan area network (MAN) is a network that interconnects users with computer resources in
a geographic area or region larger than that covered by even a large local area network (LAN) but
smaller than the area covered by a wide area network (WAN). The term is applied to the
interconnection of networks in a city into a single larger network (which may then also offer efficient
connection to a wide area network). It is also used to mean the interconnection of several local area
networks by bridging them with backbone lines. Usually MAN covers a large metropolitan city and is a
scaled down version of wide area network. It operates at high speeds over distances sufficient for a
metropolitan area.

Local Area Network (LAN)

A LAN is a system of interconnected microcomputers, sharing common resources like disks, printers
etc., and links a number of computers workstations) together to allow many people to use the same
software and data files. Each user in such a multi-user environment accesses the resources through his
microcomputer workstation. The network operating system integrates all the network components
and makes operation smooth and transparent. LAN works in restricted geographical area such as
within a large building or offices within a few kilometers. The LAN is an interconnection of computers
that need to communicate with each other in a limited geographical area. The network may have other
sharable devices attached such as fax, laser printers and copiers. The network includes a central facility
with huge storage capacity for the requirements of the organization. It also has a network operating
system for managing the network.

4. Explain various Network Topologies

Star Topology:

In star network the nodes are connected to a central computer called the host computer. The nodes
cannot communicate directly. Each node can communicate with the host computer/ HUB. The host
takes the message and routes it to the other node or nodes. The host is the main computer/device to
which other nodes are connected by communication links. The host computer is responsible for the
overall functioning of the network. The node may be a microcomputer, terminal or any other device
like HUB/ switch.

Ring Topology:

Aring network is a network topology in which each node connects to exactly two other nodes, forming
a single continuous pathway for signals through each node - a ring. Data travel from node to node,
with each node along the way handling every packet. The data travels round the ring in one direction
and each node on the right acts as a repeater to the adjacent node. Each node has receiver or
transmitter to receive or transmit the data.
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BUS TOPOLOGY

Bus Topology is the simplest of network topologies. In this type of topology, all the nodes (computers
as well as servers) are connected to the single cable (called bus), by the help of interface connectors.
This central cable is the backbone of the network and is known as Bus (thus the name). Every
workstation communicates with the other device through this Bus.

MESH TOPOLOGY

In a mesh network topology, each of the network node, computer and other devices, are
interconnected with one another. Every node not only sends its own signals but also relays data from
other nodes. In fact a true mesh topology is the one where every node is connected to every other
node in the network. This type of topology is very expensive as there are many redundant connections,
thus it is not mostly used in computer networks. It is commonly used in wireless networks.
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5. Write about OSI Model
OSI Model (Open Systems Interconnection)

The OSI (Open Systems Interconnection) Model is a conceptual framework developed by the
International Organization for Standardization (ISO). It is used to understand, design, and



standardize the functions of a network communication system, regardless of its underlying
architecture or technology.

The OSI model divides the communication process into seven distinct layers (7 layers), each
with specific roles. It helps in troubleshooting, designing protocols, and ensuring
interoperability between different systems and devices.
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Physical Layer: It transmits raw bits of data over physical media like cables or radio

waves.

Data Link Layer: It ensures reliable data transfer between two directly connected devices

using MAC(Media Access Control) addresses.

s Network Layer: It determines the best path for data to travel between devices using
logical addressing (like IP-Internet Protocol).

s Transport Layer: It provides reliable end-to-end communication and error control
between hosts.

% Session Layer: It manages and controls the sessions or connections between applications.

¢ Presentation Layer: It translates, encrypts, and compresses data so it is understandable to
the application layer.

% Application Layer: It provides network services directly to users and applications like

email or web browsing.
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USER

Directory Services, Gmail Application Layer http or https protocols

Compression & | Presentation Layer i i
Decompression y Fneryption & Decryption

Dialog Control, Token Session Layer Login & Logout
Management

End-to-End Delivery Transport Layer TCP & UDP
Router |  Network Layer | packets
switch | Data Link Layer | frames

Hub |  Physical Layer | bits
Medium

Medium/Media: Two types of Media
1. Guided (Wired) Media — signals are transmitted through a physical path.
Examples: Twisted Pair Cable, Coaxial Cable, Optical Fiber Cable
2. Unguided (Wireless) Media — signals travel freely through air/space.
Examples: Satellite, Radio Waves, Microwave, Infrared
6. Write about Network Communication Modes.

Simplex mode: In the simplex mode, communication occurs in only one direction, meaning
that one device is always the sender and the other is always the receiver. The receiver cannot
send any information back to the sender. This mode is similar to a one-way street, where traftic
moves in only one direction. Examples of simplex communication include the transmission
from a keyboard to a computer or from a computer to a monitor.

Half Duplex mode: The half duplex mode allows data transmission in both directions, but not
at the same time. When one device is sending data, the other can only receive it, and vice versa.



This mode is comparable to a walkie-talkie, where one person must wait for the other to finish
speaking before responding. It is more efficient than simplex communication since both
devices can communicate, though alternately.

Full Duplex mode: The full duplex mode enables simultaneous two-way communication
between devices. Both devices can send and receive data at the same time, similar to a
telephone conversation where both parties can speak and listen simultaneously. This mode
makes the best use of network bandwidth, offering faster and more efficient data transmission.
Full duplex communication is commonly used in modern LANSs, video calls, and mobile
networks.

7. Differentiate Al, Cloud Computing, Wireless Network and Bluettoth.

Feature / Artificial Wireless

Aspect Intelligence (AI) Cloud Computing Network Bluetooth

. Provide remote . .
Simulate human Enable wireless ||Short-range device

Main Function||. . computing . N
intelligence connectivity communication
resources
Key ﬁiﬁﬁe Dee Virtualization, Radio waves, |Radio frequency
Technology S P Imternet routers (2.4 GHz band)
Learning
Not range-based Internet-based Varies (meters ||[Short range (~10
Range (software .
(global access) to kilometres) |meters)
concept)
Example Use Chatbo.ts., image Cloqd storage, web Wi-Fi, 5G Wireless
recognition hosting headphones
D fi ft
ependence | Often yes (for Always yes Yes Not always

on Internet data)

8. Briefly explain various services of Internet.

Internet Service Description Examples

Allows users to send and receive|Gmail, Outlook, Yahoo

E-Mail (Electronic Mail) digital messages instantly. Mail

WWW  (World Wide||A system of interlinked web pages||Websites like Google,
Web) accessed via browsers. Wikipedia

Enables users to upload and

File Transfer (FTP) download files between computers. Google Drive uploads
Chat / Instant Messaging Real-time  text  communication|WhatsApp,  Messenger,
between users. Telegram

Real-time audio and  video|Zoom, Google Meet,

Video Conferencin .. . ;
8 communication over the internet. Microsoft Teams




Internet Service

Description

Examples

Social Networking

Platforms for connecting and sharing
content with others.

Facebook,
LinkedIn

Instagram,

Online Shopping

(E-Commerce)

Buying and and

services online.

selling goods

Amazon, Flipkart

Online Banking

Accessing and managing bank
accounts through the internet.

SBI Net Banking, HDFC
NetBanking

Search Engines

Tools to find information on the web.

Google, Bing, Yahoo

Cloud Services

Storing and accessing data
software over the internet.

Or]

Google Drive, Dropbox

News and Information
Services

Providing global news and updates
online.

BBC News, Times of India

Entertainment Services

Streaming music, videos, and games
online.

YouTube,Netflix, Spotify

E-Learning(Online Studying and attending classes||Coursera, BYJU’S, Khan
Education) online. Academy

Accessing another computer or :
Remote Access TeamViewer, AnyDesk

network remotely.

VoIP (Voice over Internet
Protocol)

Making voice calls using the internet.

Skype, WhatsApp Calls,
Google Voice




