UNIT 11
E- COM M ERCE and WWW

The need for E-commerce stems from the demand within business and government must meke better use
of computing i.e. to better apply computer technology to improve business process and information exchange
both within the an organization and across the organization. E-commerce is used to devote proper exchange of
business information using EDI, E-mail, Electronic bulletin boards, EFT(electonic fund transfer) and other
similar technologies.

ional function such as payment and
ng cargo tracking, electronic catalogue

E-Commerce is used to describe a new online approach to perform tr,
fund transfer, order entry and processing inventory management inw
etc.

Advertising, marketing and customer support functionsare also ap
No single technology can provide the full potertial of E-com
architecture which is revolving in the form of WWW as ecoming more matured ST hus we need
to develop sophisticated applications on WWW.

f E-commerce application.

Architectural framework of E-commerce:

A Frame Work is intended to define and create tool
system and allow the development of E-commerce appl

The E-commerce applicatigns archit f functionality or services. They are

ok wdrE

(& Consumer
(b) Businessto iness
(©) Intraor

(a) Consumer to Business:
We call this enterprise market place transaction. In market place transaction customer learn about
product differently through Electronic publishing by them differently using Electronic cash and
secure payment and have them developed differently.
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(b) Business to Business:
This is called as market link transaction. Here business, govt and other organizations depend on
computer to computer communication as a fast, economical dependable way to conduct business
transactions. They include the use of EDI and E-mail for Purchasing goods and services, buying
information and consulting services, submitting requests for proposals and receiving proposals.

(o) IntraOrganizational transactions:
This is called as market driven transaction. A company becom
throughout the firm information about his customers and co
tactical decision making so that all units can participate
customer commitment. To maintain relationships that are
management, most pay close attention to both before al

ket driven by dispersing
reading strategic and
by continuously monitoring their
ical, to deliver superior customer value
ter sales.

ess and how
mponents of

A market driven business develops a comprehensive u
customers in the immediate and downstream
market driven transactions are

nding of its customer b
ive value. Three mgjor

(N Customer orientation through pro
(i) Cross functional coordination thro
(iif)  Customer service.

and advertising.

2. Information Brokerage and management:

information provi i ow price, fast service, profit maximization for a
client.
Information ue of adding vallle to the information that is retrieved.

port services. Software agents are mobile programmers that
, “digital butlers” , and “intelligent agents’. Agents are

and access. IntereCtive catalogues are customized interface to consumer applications such as home
shopping. An interactive catalogue is an extension of paper based catalogues and incorporates additional
features such as sophisticated graphics and video to make advertising more attractive.

Directories on the other hand operate behind the scenes and attempt to organize the huge amounts of
information and transactions generated to facilitate electronic commerce. Directory services databases
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make data from any server appear as a local file. Thus directories play an important role in information
management functions.

4. Secure messaging and structure document interchange service:
The importance of fourth layer is secured messaging. Messaging is a software that sits between the
network infrastructure and the clients or e-commerce applications.

Messaging services offer solutions for communicating non formatted d
etc as well as formatted data such as purchase order, shipping notic
both for synchronous (immediate) and asynchronous (delay)
continuous (software does not wait for response). This allows
forward methods.

With messaging tools people can communicate and work
they are located.

The main disadvantages of messaging are the n
more complex especially to traditional program

as letters, memo, reports
etc. messaging support

ging. When a message is sent work
transfer of messages through store and

ther more effectively, nojmatter where

ypes of appear to be

5. Middleware services:

Middleware is a relatively new concept that
diverse software programs that enable them
translation, transformation and interpretation pr

; s a mediator between
one another. It solves all the interface,
e driving application programmers crazy.

Another reason for Middl i jgation centric to data centric. i.e.,
remote data controls all [ of applications controlling data. To
i elements.

leware that facilitates a distributed computing environment. This
tions transparent access to data, computation and other resources

(8 Authentication

(b) Authorization.
Transaction integrity must be given for business that cannot afford any loss or inconsistency in
data. For E-commerce , middleware provides qualities expected in a standard transaction
processing ( T.P) systemi,e. the so called ACID ( Atomocity, consistency, isolation, Durability ).
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(3) Distributed Object M anagement :
Object orientation is proving fundamental to the proliferation of network based application
for the following reasons.

It is hard to write a network based application without either extensive developer retaining or
technology that adopts the difficulties of the network. objects are defined as combination of
data and ingtructions acting on the data. objects are an gvolution of more traditional
programming concept of functions and procedures.

ument. A document carries data and
ed on the data.

A natural instance of an object in E-commerce is a
often carries instructions about the action to be per

Middleware acts as an integrator for various standard protocols such as TCR(transmission
control protocol) IP (I nternet protocol), OLL

Hypertext Publishing
Web provides a functionality necess 2n umbrella for

Hypertext publishing promotes the ides : information world in which all online
information can be accessed and retriev and simpple way hypertext publishing is

simple context based on the association of nodes through links. A node from
which a lifk is originated is called the reference or the anchor link and a node at which a link
ends is called referent. The movement between the links is made possible by activating links.
The promise of hypertext lies in the ability to produce large complex richly connected and
crossed reference bodies of information.
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Benefits of Hypermedia:

1. hypermedia documents are much more flexible than conventional documents.

2. hypermedia documents offer video sequences animation and even compute prograns.

3. its power and appeal increases when it is implemented in computing environments thet
include network , micro computers , work stations, high resolution displays and large online
storage.

it provides dynamic organization.

hypermedia systems provides non-linear innovative
documents.

o ks

of accessing and restricting network

Technology behind the web:

Information providers ( publishers) run
obtain information. These programs
transfer protocol (HTTP ) , “gatew:
hypertext, or a non-HTTP server that

the hypertext
tion format to
Web servers are composed of two majo

1. the hypertext transfer protocol ( HT itting documents between servers and
clients.

resources.
e.g: FTP://sgver.address / complete file.name

URL are central to web architecture. That fact is that it is easy to address an object anywhere on
the internet is essential for the system to scale & for the information space to be independent os
network and server topology.
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Hypertext Transfer Protocol (HTTP):

It is the simple request response protocol that is currently run over TCP and is the basis of
WWW. HTTP is a protocol for transferring information efficiently between the requesting client
and server. The data transferred may be plain text , hypertext images or anything else. When a
user browses the web objects are retrieved in rapid succession from often widely dispersed
Servers.

ible set of formats. It is an
transfer ( FTP) & the
er filesand news on the internet for

HTTP is used for retrieving documents in an unbounded & e
internet protocol. It is similar in its readable, text based s
network news (NNTP) protocolsthat have been used to
many years.

When objects are transferred over network, inform@tion about them is transferfed in HTTP

Header. The set of headers is an extension of the m n(MIME)
set. This design decision was taken to open the do mail , news
and information access.

HTTPD Servers ( Hypertext transf

The server that are used to publish in led HTTPD servers.
While choosing a web server flexibilityy & ministrator, security features, familiarity and
performance are considered.

It is important to eva

uate the tasks for w s used. A server used for internet

r information interchange ) text to designate titles, headings, graphics
making links of SGML’s powerful linking capabilities. HTML was
ge of communication which actually flows over the network HTML was
designed t fficiently simply as to be produced easily by the people and automatically

HTML Forms
Forms support is an important element for doing online business. Forms are necessary for
gathering user information conducting surveys and also providing interactive services.
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Forms make web browsing an interactive process for the user and the provider. They provide the
means to collect and act upon the data entered by end users. Forms also open up a number of
possibilities for online transactions such as restricting specific news articles, specifying such as
request , soliciting customer feedback or ordering products. The number of features are available
for building fornms including text boxes, radio buttons, check boxes.

Common Gateway | nterface Services (CGl )
An important aspect of web server developmert is appli
CGlI. CGlI is a specification for communicating data b
server. CGl is used whenever web server needs to se

More specifically it is
n web server and other application
receive data fromanother application.

A CGI cript is a program that negotiate the mo
application. CGI scripts may be written virtually high level language suchias C, Perl (
Practical extraction and reporting language)y Java sc

Security on the web:
Security and confidentiality are esse i i [ nsactions over the
internet has become a big problemd ' ion oriented towards
commerce. Therefore commercial app '
autherticate each other and exchange tiality. This exchange has three basic
properties.

1. clientsare co g with server authentication.
2. client con ISpLi ' ion.
3. client i ter separated with data integrity.

rity distinctions and can be read by anyone. Such data should be
rized tampering or modification because a reader may perform

maximize the revenue and security.
Confidential Data:

Confidential data contains material that is secret but whose existence is not secret such

data include bank account systems, personal files etc. such material may be referenced by
public or copyright data.
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Secret Data:
Secret data existence is a secret such data might include algorithms which is necessary to
monitor, log all accessto secret data.

Despite the variety of data, security and verification are necessary for all
Types because of the sensitivity of information being transferred and to protect the consumer
form various forms of fraud and misconduct.

WWW based security schemes:

Several methods can provide security in the web framewg@fK. This includes the following.

1. SHTTP:- (Secured Hypertext Transfer Proto

SHTTP will enable the incorporation of vario yptographic messages, fofmats such as
digital signature Algrithms (DSA) & to the both their client & servers.

SSl :- (Security Socket Layer )

I

SSL uses RSA security to wrap [ ased protocols. The
benefits of security socket layer ov TP isthat SSI is not restricted to HTTP. But

a public key exchange. A user identity must be established as
access must be impossible except by random chance or by access

tfon of message content. The data must not be transmitted in a form
le to athird party, an identified party acts as guarantor in this respect.

In order to conduct electronic commerce onthe internet, including the WWW, messages must be
electronically transmitted in some manner. In addition to the general concern of data security, a
primary concern isthe non-refutable linking of message contents to individuals and businesses.
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Several important security services are required to ensure reliable, trustworthy electronic
transmission of business messages. The primary security services are interrelated. The five
Security services are:

SECURITY ISSUE SECURITY OBJECTIVE | SECURITY
TECHNIQUES
Confidentiality Privacy of messages Encryption
Message | nterit Detecting message tamerin | Has
Authentication Origin verification Pigital sigRatures

challenge- Response
passwords Biometric
devices

Bi-directional hashing
Digital signatures
Transaction certificates
Time Stamps Confiffmation

Xvices.

Nor-Repudiation Proof of Origin, receiy
contents( sender can
falsely denygending o
receivingdhe message)

Access controls Limiting e p authorized 5 P ords
users \ gtric’devices.

1. Confidentiality: when a message is Sent elect , the*sender and receiver may desire
that the message remgain confidential, and \thus not rea Ny other parties. Analogies can be
drawn to traditig pcl_phone syt In regular mail systems, the sender uses an
envelope to coicealNthe Skat helfthan writiglg the information on a post card.

For E-commerce, keeping ord d credit information confidential during the
nisa major Seeurity concern. , trading partners sharing design specifications
ensure the con iality of their messages so that proprietary design specifications
only by the S8pder and the intended receiver of the information. The most
for masking a'miessage’is encryption.

ge is sent electronically, both the sender and receiver want to ensure
xactly the same as the message transmitted by the sender. A
tered in any way, either intentionally or unintentionally, is said to
rity. For electronic commerce verifying that the order details sent by
naltered is one major security concern. An effective cryptographic means
integrity is through the use of hashing , where a “hash” of the message is
an algorithm and the message contents. The hash value is sent along with the
upon receipt, a hash is calculated by the recipient using the same hashing
algorithm "The two hash values ( received and calculated) are compared, and a match can
indicate that the message is the same as that sent.

2
g

3.Authentication: when an electronic message is received by a user or a system, the identity of
the sender needs to be verified( i.e.authenticated ) in order to determine if the sender is who he

[IMC



10

claims to be. To identify a user at least one of the following types of information is generally
required

e Something you have(e.g., a token)

e Something you know( e.g., aPIN) or

e Something you are (e.g., fingerprints or signatures)
4.Non-Repudiation: the term repudiate means to accept as having rightful authority or
obligation as in refusing to pay a debt because one refuses to wledge that the debt exists.
For business transactions, unilateral repudiation of a transacti
and can result in legal action. Well designed electroni
repudiation, which is the provision for irrefutable proo
electronic message.

5.Access Controls: Electronic commerce systems,
WWW, require a certain amount of data sharing. ing access to data and syStems only to
, procedure is
typically employed in access controls i ' [ i f the system.

: to be a highly
effective form of access control providee
to implement additional screening mecl

Encryption Techniques:

back to its original state- the clear text. The process os restoring
led decryption.

binary code used to mathematically transform a message, two types of
hanisms can be used to provide an encryption capability: Symmetric
e entities share a common secret key; and a public key cryptography ( also
known as ASymmetric cryptography ) where each communicating entity has a unique pair ( a
public key and a private key ).

For symmetric and asymmetric encryption, the relative strength of the cryptography is most
commonly measured by length of the key, in bits. However it should be noted that the true
strength of the confidentiality service may depend on a number of variables associated with the
encryption function :
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The security protocol used to invoke the encryption function.

Thetrust in the platform executing the protocol or application.

The cryptographic algorithm.

The length of the key(s) used for encryption/decryption.

The protocol used to manage/generate those keys.

The storage of secret keys( key management keys and encryption keys).

The strength of a system usually increases as the key length inci This is because a longer
key length implies a larger number of possible keys, which m ing for the correct key a
more time consuming process. Any key length less th its is no fonger considered to be
secure.

Symmetric Encryption Keys:
In symmetric key systems, both the sender and the i Ve access to
the same key. This shared secret key is used to both

Asymmetric Cryptography:

In 1976, a concept referred to as pud ' hitefield Diffie
and martin Hellman, called the Diffie: < [ method allows a
sender and a receiver to generate a sha elecommunications line.
This process uses an algorithm ba ender's and receiver’'s public and private

information. The following steps are us
. The sender determinesas

ade public.

omputationally infeasible to calculate the secret key from
A and B. Inorder to generate the secret key, one of the

protect your private key, and therefore your digital signature.

2. keylength: use an appropriate key length whenever possible. The longer the key length, the
greater the security. For domestic use akey length of at least 64-bits should be used .

3. compressed files: in order to reduce transmission time, data compression is frequently used
to reduce the size of a file. Most loss less data compression techniques are based on
removing redundancy from the file.
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Questions:

Briefly explain about Architectural frame work of E-Commerce.
Explain different types of E-commerce Applications.
Explain about Hypertext publishing and advantages of Hyper media documents.
Briefly discuss the technology behind the Web.
Write short noteson HTML forms.
Write short notes on

a) HTTP

b) HTTPD servers

c) URL

d) Cal

€) HTML
Briefly Discuss the security on the web
8. List and explain various WWW based
9. Write about various Encryption techpigues.

ounkwbdr

~
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